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About Access Now
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Access Now (www.accessnow.orq) is an international organisation that works to
defend and extend digital rights of users globally. Through representation in 10
countries around the world, including engagement with stakeholders and
policymakers in the Asia Pacific region, Access Now provides thought leadership
and policy recommendations to the public and private sectors to ensure the
internet’s continued openness and the protection of fundamental rights. We
engage with an action focused global community, and our Technology Arm
operates a 24/7 digital security helpline that provides real time direct technical
assistance to users around the world.

Access Now advocates an approach to information and communications
technology policy that protects user rights, including privacy and freedom of
expression. Access Now has worked extensively in the Asia Pacific region on
digital rights including on free expression and web blocking, regulation of Net
Neutrality, and data protection legislation.

Domestic and international human rights obligations
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This is the third Universal Periodic Review for Vietham, having been earlier
reviewed in 2009 and 2014.% In the first UPR of Vietham in 2009, 58 states made
172 recommendations and supported 119.2 In second UPR cycle, Vietnam
received 256 recommendations and supported 195.3

Vietnam is a party to eight important international treaties relating to human
rights, including the International Covenant on Economic, Social and Cultural
Rights, the International Covenant on Civil and Political Rights, the International
Convention on the Elimination of All Forms of Racial Discrimination, the
Convention on the Elimination of All Forms of Discrimination against Women,
and the Convention on the Rights of the Child.*

Article 25 of Vietnam’s Constitution entitles freedom of opinion and speech to
Vietnamese citizens. It reads, “The citizen shall enjoy the right to freedom of
opinion and speech, freedom of the press, of access to information, to assemble,
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form associations and hold demonstrations. The practice of these rights shall be
provided by the law.”

6. Article 166 of the 2015 Penal Code of Vietham makes it a crime to infringe upon
the human rights of others.®

Developments of digital rights in Vietham

7. In 2015, the National Assembly of Vietham passed the Law on Network
Information Security to ensure that the collection, processing, and use of
personal information of an individual requires the consent of that person. The law
provided for the collection and use of personal information; updating, change,
and deletion of personal information; protection of personal information security
in network; and the obligations of state administration agencies in network
personal information protection.’

8. In 2016, the Vietnam government introduced the Law on Access to Information
for incorporating and laying legal grounds for a number of provisions of a number
of treaties to which Vietnam is a contracting party. The law provides the right of
access to information and defines obligations of the state institutions in
guaranteeing the right of access to information of citizens.®

9. The Vietnam Government introduced the Decree No 102/2009 on investment
management of IT applications and guidance circulars with the objective to
increase community supervision in IT projects. According to the Decree, the
investor of IT projects must publicly announce purposes and contents of
activities, project scale and organizational structure of the project management
unit (or consulting unit in project management) to political organizations, social
organizations, local authorities and local elective bodies for the purpose of
courting the community supervision during the investment performance.®

10. In 2010, the Vietnam government released a comprehensive roadmap on “Digital
Information Security Development Project to 2020”. The Project consisted of four
major areas: ensuring network security and information infrastructure to meet the
requirements of ICT growth; data protection; training of cybersecurity specialists
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and experts and increasing public awareness on cybersecurity; and improving
the legal framework for cyber crimes and information security.*°

The government launched the Target IT Programme for 2016-2020 with the aim
to meet the data access and connectivity demand of ministries, sectors and
localities. The program also aimed to enhance the capacity to ensure information
security and develop the IT sector.!!

Violations of access to information & freedom of expression

12.

13.

14.

15.

16.

17.

In the year 2017, the government arrested at least 21 human rights bloggers and
activists for exercising their civil and political rights. Several prominent activists
who were arrested included Nguyen Bac Truyen, Truong Minh Duc, Nguyen Van
Tuc, Nguyen Trung Ton, and Pham Van Troi, besides several others.!?

In May 2017, an appeals court in Vietham upheld the long prison sentences
given to Tran Anh Kim and Le Thanh Tung. In December 2016, the People’s
Court of Thai Binh sentenced the activists to prison for 13 and 12 years
respectively, for the allegations of founding a democratic group called the
National Force.®

In June 2017, the Khanh Hoa court sentenced famous blogger Nguyen Ngoc
Nhu Quynh to 10 years in prison for critical online comments and documents she
published on the internet.

In July 2017, a court in Ha Nam province sentenced prominent activist Tran Thi
Nga to 9 years in prison for her internet posts.*

The Vietnam government urged the internet companies including Facebook and
Google to censor and block “toxic” information that defamed Vietnamese leaders.
At the behest of Vietham government, Google removed more than 5,000 clips
and Facebook flagged about 160 anti-government accounts.*®

Civil society organisations in Vietnam alleged that Facebook was complying with
government pressure to silence dissent in the country. A letter written and signed
by nearly 50 civil society groups and addressed to Facebook CEO Mark
Zuckerberg, civil society reported that Facebook’s system of automatically pulling
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content if enough people complained could “silence human rights activists and
citizen journalists in Vietnam”.1®

Violations of the right to privacy
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In December 2017, the Vietnam government deployed a 10,000-strong army to
check and combat “wrong” views on the internet, a censorship initiative which
was strongly opposed by civil society. The deployment was a major step of the
Vietnam government establishing itself as a strong surveillance regime and
violation the rights of privacy and freedom of speech and expression.*’

In June 2018, the National Assembly of Vietnam passed the controversial
cybersecurity bill ignoring the intense protests by the activists, human rights
groups, and requests to repeal the law by several countries. The law stipulates
that foreign companies must maintain a “representative” office in Vietham, and
must maintain customer database of users in Vietham. The law also forbids
internet users from expressing anti-state views and undermining the nation’s
achievements or solidarity.*®

Recommendations
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Vietnam should reconsider their decision to request companies such as
Facebook to mass take-down content which they consider “toxic”. Such mass
takedowns can often be counterproductive, and risk silencing voices seeking to
respond to or counter extremist narratives. While regulating information online,
content should not be removed until it is specifically adjudicated as being illegal,
in line with international standards in this area. Mass take-down initiatives that
take place outside of legal process frustrate corporate transparency and are not
likely to deter the cultivation of extremism, and in fact may encourage it.

Instead of deploying a 10,000-strong army for surveillance and putting activists
and bloggers in prison, the government should explore ways to support efforts to
create further dialogue using the internet, without preferential treatment for how
content is openly disseminated. Censoring and intimidating internet users will not
foster digital literacy and more engaged and educated public, nor will it increase
trust in institutions.

The new Cybersecurity Law of Vietnam, with provisions of “representative
offices” and measures for data localisation, takes away from the global character
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of the internet, and may be a threat to data protection and privacy by the
government.

The Vietnamese government should not force or request online platforms to
undertake actions regarding user data disclosure or other surveillance measures
that are outside of rule-of-law processes that comply with international human
rights law and policy, including the 13 International Principles on the Application
of Human Rights to Communications Surveillance (the “Necessary and
Proportionate Principles”).

The UPR is an important U.N. process aimed at addressing human rights issues
all across the globe. It is a rare mechanism through which citizens around the
world get to work with governments to improve human rights and hold them
accountable to international law. Access Now is grateful to make this submission.
For additional information, please contact Access Now staff Peter Micek
(peter@accessnow.org).
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